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ABSTRACT: Devising effective Content Protection mechanisms and 
building satisfactory Digital Rights Management systems have been top 
priorities for the Publishing and Entertainment Industries in recent years. 
Corporate DRM efforts have so far attempted to address this challenge with 
systems characterized by a tight control over the user media platform. This 
approach, however, brings about rigid limitations on the user experience 
(e.g., restrictions on the creation of back-up copies of purchased copyrighted 
content), ultimately resulting in an unhappy customer base. 
 
Research advances over the last few years show that Cryptography holds 
promise for the development of flexible tools that could enable balanced 
DRM solutions. In this talk, I will provide an overview of my investigations 
along this direction, and I will then focus on the case of transmission of live 
events, where the sensitivity of the content under distribution decreases with 
time. For this setting, I will present a scheme in which unauthorized 
disclosure of access control credentials can be traced back to the leaker(s), 
thus discouraging piracy by the threat of detection. The proposed solution 
improves upon the state of the art both in communication performance and 
in security guarantees. 
 
Before concluding, I will briefly discuss some of my other cryptographic 
research, including an on-going project that was recently funded by DARPA 
in the context of the "System F6" initiative. 
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