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Abstract

The aim of this pap er is to in v estigate the relations b et w een formal

and semi-formal sp eci�cation systems, comparing the mo dels obtained

analyzing a cryptographic proto col | the Y ahalom k ey distribution

proto col.

W e �rst mo del the proto col with a distributed Gurevic h's Abstract

State Mac hine, and then mo v e to its v alidation with ASMGofer.

This implemen tation sho ws that the attac k to P aulson's v arian t to the

Y ahalom proto col do es not a�ect the correct v ersion.

Finally , from the ASM mo del w e obtain straigh tforw ardly the UML

mo del: in transp osing the former mo del in to the latter, w e underline

the corresp ondence b et w een the basic constructing elemen ts of the t w o

sp eci�cation systems.

1 The Problem: a Cryptographic Proto col

1.1 In tro duction

Comm unication o v er the net is b ecoming more and more common. Unfortunately ,

the In ternet is an unreliable en vironmen t, since eac h message has to go through man y

in termediate computers to w ork out its w a y to w ard its destination.

Crypto gr aphic pr oto c ols are sequences of messages that a n um b er of participan ts

exc hange with eac h other to ensure that the subsequen t comm unication satis�es some

prop erties, whic h are the so called go als of the proto col.

An execution of all the steps sp eci�ed b y the cryptographic proto col is t ypically said

a run of the proto col.

T ypical goals of a cryptographic proto col are:

� c on�dentiality : the comm unication starting after a run of the proto col m ust b e

unin telligible to ea v esdropp ers;

� authentic ation : at the end of a run, eac h participan t can b e sure of the iden tit y

of the other parties;

� key distribution : the aim of the proto col is to deliv er some imp ortan t data (t ypi-

cally a k ey) only to the parties in v olv ed in the message exc hange.

�

Dipartimen to di Matematica e Informatica - Univ ersit� a di Catania - IT AL Y

1



One of the basic to ol used in cryptographic proto cols is encryption , that is the use

of a k ey to conceal information in suc h a w a y that the data can only b e understo o d b y

who kno ws the decryption k ey .

F or the encryption to b e e�ectiv e, the k ey m ust b e carefully c hosen and k ept secret.

It also should b e used as little as p ossible, since eac h encryption rev eals some information

ab out the k ey that an hostile agen t can collect to break that k ey .

It is for these reasons that eac h agen t holds a sp ecial k ey , the so called master key ,

whic h is used only to exc hange temp orary k eys. Suc h k eys are t ypically used for one

comm unication session only and are therefore called session keys .

1.2 The Y ahalom Proto col

The Y ahalom proto col is a k ey distribution proto col that also guaran tees authen tication.

It assumes a shared-k ey cryptosystem, in whic h eac h participan t shares a master k ey

with a trusted part y , the Key Distribution Serv er .

The role of the Serv er is to generate new session k eys eac h time it receiv es a request

from an agen t: it is \trusted" in the sense that it will alw a ys b eha v es as it is exp ected

to.

The aim of the proto col is to enable ev ery t w o agen ts to agree on a session k ey |

key distribution | to b e used to ensure the secrecy of the subsequen t comm unication.

It also guaran tees eac h part y that the other one has b een in v olv ed in curren t run |

authentic ation .

One of the ma jor problem of proto cols is that eac h participan t can b e in v olv ed in

sev eral runs at once, p ossibly with di�eren t roles. F or the agen t to correctly asso ciate

ev ery message he/she receiv es to the righ t run, it is useful to include in eac h message

an iden ti�cation n um b er: a nonce.

A nonc e t ypically is a long, random n um b er to b e used only once: it is assumed that

eac h participan t is able to generate his/her o wn nonces, and k eeps trac k of the nonces

so far generated. In some cases eac h nonce is asso ciated to a recipien t | the agen t who

is assumed to receiv e the message with that nonce.

Figure 1 presen ts the Y ahalom proto col that distributes a session k ey K

ab

to parties

A and B with the help of the Serv er S .

1. A � ! B : A; N

a

2. B � ! S : B ; f A; N

a

; N

b

g

K

b

3. S � ! A : f B ; K

ab

; N

a

; N

b

g

K

a

; f A; K

ab

g

K

b

4. A � ! B : f A; K

ab

g

K

b

; f N

b

g

K

ab

Figure 1: The Y ahalom Proto col

1.3 The A ttac k

Although the proto col has only four messages, it is v ery di�cult to understand and

analyze in depth. The complexit y of the proto col w as p oin ted out b y P aulson [1], who

presen ted a sligh t v ariation whic h is easy to attac k b y a malicious agen t | the S py .

The a w ed v ersion (�gure 2) is di�eren t from the original one only for the second

message | B 's nonce is sen t in clear:

T o understand wh y the v ersion in �gure 2 is fault y , it is necessary to discuss b etter

the goals of the proto col.

As men tioned ab o v e, the Y ahalom proto col aims to distribute a session k ey K

ab

b et w een parties A and B . But session k eys are vulnerable, and after a while the S py
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1. A � ! B : A; N

a

2. B � ! S : B ; N

b

; f A; N

a

g

K

b

3. S � ! A : f B ; K

ab

; N

a

; N

b

g

K

a

; f A; K

ab

g

K

b

4. A � ! B : f A; K

ab

g

K

b

; f N

b

g

K

ab

Figure 2: Fla w ed V ersion of the Y ahalom Proto col

can manage to crac k some message, learning some session k ey K

ab

. T ypically , this

happ ens when the comm unication b et w een A and B is o v er | the k ey K

ab

is no w old ,

and the S py has not earned that m uc h.

But what if the S py could con vince B to b eliev e that A w an ts to start a new com-

m unication session with the old session k ey K

ab

? B will send con�den tial information

to A , and the S py will learn it | a breac h of securit y .

Figure 3 illustrates the sequence of messages that leads to a fak e authen tication

b et w een A and B :

1. S py � ! B : A; N

x

2. B � ! S : B ; N

0

b

; f A; N

x

g

K

b

3. S � ! A : f B ; K

0

ab

; N

x

; N

0

b

g

K

a

; f A; K

0

ab

g

K

b

4. S py � ! B : f A; K

ab

g

K

b

; f N

0

b

g

K

ab

Figure 3: The A ttac k

Despite the little di�erence b et w een the t w o v arian ts, the correct v ersion th w arts

this attac k. This will b e pro v ed through the v alidation (with ASMGofer) of the ASM

mo del for the proto col.

The k ey p oin t is that B iden ti�es the freshness of the session k ey with the freshness

of the nonce encrypted with that session k ey in the fourth message of the sequence.

The S py can alw a ys forces B to generate a fresh nonce | sending him/her the �rst

message of the sequence. But only in the a w ed v ersion the S py can learn this fresh

nonce, and that enables him/her to p ersuades B to accept the old session k ey for the

subsequen t comm unication with A .

2 The ASM Mo del

The �rst sp eci�cation system used to analyze the Y ahalom proto col are the Abstract

State Mac hines of Gurevic h [2 ].

The mo del is split in to 4 main mo dules:

1. the net w ork en vironmen t;

2. the malicious S py ;

3. the Agen ts and the Serv er S (for the correct v ersion);

4. the Agen ts and the Serv er S (for the a w ed v ersion);

Eac h comp onen t is organized in t w o parts:

� the signatur e : it is the static description of the mo del | a snapshot of the system.

It is made up b y elemen ts, group ed in to universes and correlated with eac h other

through (dynamic) functions .

3



� the rules : they describ e the dynamic b eha vior of the system, sp ecifying ho w the

functions of the signature c hange o v er the time. T ypically , they are \conditional

up dates", i.e. rules of the form:

if C ond then U pdate end-if

2.1 Mo deling the Net

In this section w e describ e the en vironmen t in whic h the Y ahalom Proto col is in tended

to b e executed.

This mo del has b een adapted from the one prop osed in [3 ].

2.1.1 Signature

Since the univ erses constitutes the common ground on whic h all the comp onen ts of

the mo del are built, they are all presen ted here, and they will not b e rep eated in the

remaining sections.

� AGE N T : set of activ e agen ts o v er the net w ork

� N O N C E : set of nonces

� S H R K E Y : set of master k eys

� S E S K E Y : set of session k eys

� K E Y : set of b oth the p ossible kinds of k eys:

K E Y , S H R K E Y [ S E S K E Y

� C O M P O N E N T : set of elemen ts that can app ear in a message. It is de�ned as

C O M P O N E N T , AGE N T [ N O N C E [ S E S K E Y

� M E S S AGE : set of all the p ossible messages that can b e sen t o v er the net w ork. It

is de�ned inductiv ely as the smallest p ossible set that includes C O M P O N E N T

and that is closed under encryption and message concatenation:

C O M P O N E N T � M E S S AGE

m 2 M E S S AGE ; k 2 K E Y

( m # k ) 2 M E S S AGE

m 1 2 M E S S AGE ; m 2 2 M E S S AGE

( m 1^ m 2) 2 M E S S AGE

� P AC K E T : set of pac k ages routed o v er the net, collectiv ely referred to as the

\tra�c". Eac h pac k et con tains just one message, and sp eci�es a sender and a

r e c eiver .

Beside these problem-sp eci�c univ erses, the functions in the mo del refer to a pre-

de�ned ASM univ erse | the set B ool e , with the t w o elemen ts True and False

.

T o mo del the capabilit y of eac h Agen t to generate nonces to b e sen t in messages,

de�ne the monitored function

nonceGener ator : ( AGE N T � AGE N T ) � ! N O N C E

whic h is exp ected to return a di�eren t nonce eac h time it is in v ok ed ( non-clashing

c onstr aint ).

4



Since eac h Agen t has to record all the nonces he/she has generated along with

the in tended recipien t of eac h of them, w e need the follo wing t w o dynamic functions

(con trolled b y the Agen t):

nonce : AGE N T � ! P ( N O N C E )

r ecipient : N O N C E � ! AGE N T

T o ha v e a secure comm unication with the Serv er S , Agen ts share a k ey with this

trusted part y:

shr k ey : AGE N T � ! S H R K E Y

T o mo del message routing, eac h Agen t needs a c hannel in whic h he/she can �nd

incoming messages:

r eceiv e : AGE N T � ! P AC K E T

F or Agen ts to fully tak e adv an tage of the use of nonces in messages, it is imp ortan t

to distinguish fresh nonces from old ones: for this purp ose w e in tro duce the follo wing

function (con trolled b y Agen ts):

isF r esh : N O N C E � ! B ool e

T o create fresh session k eys ev ery time it is ask ed to, the Serv er S needs the moni-

tored function

sesK ey Gener ator : ( AGE N T � AGE N T ) � ! S E S K E Y

whic h is exp ected to satisfy the non-clashing c onstr aint just as its coun terpart for

nonces.

Both kinds of k eys are suitable to encrypt and decrypt messages; w e mo del suc h

op erations through the functions:

cr y pt : ( M E S S AGE � K E Y ) � ! M E S S AGE

decr y pt : ( M E S S AGE � K E Y ) � ! M E S S AGE

The function

tr af f ic : P AC K E T � ! ( AGE N T � AGE N T � M E S S AGE )

mo dels the net w ork tra�c as a set of pac k ets as discussed ab o v e.

Finally , the follo wing function extrap olates the con ten t of a message:

cont : ( AGE N T � AGE N T � M E S S AGE ) � ! M E S S AGE

2.1.2 Rules

T o complete the mo deling of the net, w e just need to giv e some macros and a rule.

The routeMsg rule in �gure 4 deliv ers a random message in the tra�c to eac h

Agen t.

Rule routeMsg:

do forall X 2 AGE N T

choose p 2 P AC K E T

do r eceiv e ( X ) := p

end-choose

end-do

Figure 4: The routeMsg rule

Macros related to the managing of the net w ork are giv en in �gure 5: they are useful

for the rules in the other sections.
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send (X, Y, msg) �

extend P AC K E T with p

tr af f ic ( p ) := ( X ; Y ; msg )

end-extend

clear (p) �

r eceiv e ( sel f ) := undef

addNonce (A, N) �

nonce ( A ) := nonce ( A ) [ f N g

Figure 5: Macros for the net

2.2 Mo deling the S py

F or a mo del of a cryptographic proto col to b e able to fully analyze the proto col itself,

it is crucial the w a y the S py is mo deled. The more p o w erful the S py , the �ner the

analysis.

The S py mo del w e describ e here is inspired from [3 ].

2.2.1 Signature

Almost all the functions used b y the S py are, in fact, n ullary functions, i.e. v ariables.

T o b e as realistic as p ossible, w e consider, b eside the S py , the presence of c ompr o-

mise d Agen ts | p eople whose k ey has fallen in the hands of the S py :

compr : P ( AGE N T )

As a consequence, the set of k eys kno wn to S py con tains not only the k ey the S py

shares with the Serv er S , but also all the compromised Agen ts' k eys:

k ey spy : P ( K E Y )

The S py w e are considering is able to in tercept ev ery single pac k et in the tra�c.

F rom all these pieces of data, the S py tries to extract as m uc h information as p ossible,

breaking ev ery encryption he/she can through the use of k eys in keyspy . This op eration

is mo deled through the function

new S py K nw : P ( M E S S AGE ) � P ( K E Y ) � ! P ( C O M P O N E N T ) � P ( M E S S AGE )

that, giv en a set of messages and a set of k eys, returns b oth the set of in telligible

message comp onen ts, and the set of message fragmen ts encrypted under unkno wn k eys.

W e will see in the Rule section ho w the �rst part of this \kno wledge" is used to

augmen t the set of kno wn k eys ( keyspy ), while the second part is collected in the

follo wing v ariable, con taining all \not-understo o d" message fragmen ts:

coanal z : P ( M E S S AGE )

The most dangerous activit y of the S py is syn thesizing new messages from the

comp onen ts he/she had stolen from the tra�c, the messages in c o analz and the k eys in

keyspy :

sy nth : P ( C O M P O N E N T ) � P ( M E S S AGE ) � P ( K E Y ) � ! P ( M E S S AGE )

Finally , w e need to mo del the p ossibilit y of a burglary | the S py could o ccasionally

manage to corrupt the Serv er S , obtaining from it some session k eys. This p ossible

c hannel of comm unication is mo deled with the v ariable:

notes : P ( K E Y )
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2.2.2 Rules

T o b e as generic as p ossible, w e thin of the S py as a corrupted insider, i.e. an Agen t

who is trusted b y the other Agen ts, whic h don't kno w his/her malicious in ten ts. Con-

sequen tly , the S py can also act as a normal Agen t, but here w e consider only his/her

illegal activit y . This activit y is describ ed in �gure 6.

Rule sp yIllegal:

do in-parallel

updateS py K nw

destr oy I nf o

addF ak eI nf o

end-par

Figure 6: The sp yIllegal rule

The updateSpyKwn macro mo del the S py trying to learn new information from the

tra�c. The relev an t informations are, of course, the session k eys and the nonces. These

t w o kinds of data are collected in t w o di�eren t set, resp ectiv ely keyspy and nonc e(Spy) .

While nonces can only b e disco v ered through the new S py K nw function, new session

k eys can b e obtained in t w o additional w a ys:

� from the Serv er S , as explained in presen ting the v ariable notes ;

� through \brute force" crac king of session k eys' certi�cate.

This last p oin t is crucial: since w e are dealing with a key distribution proto col, it is

normal to foresee that old session k eys will, b efore or after, fall in the hands of the

S py . T o mo del this, w e let the notes v ariable b e monitored b y the Serv er S and b y the

S py , who can, ev ery no w and then, break one of the \certi�cate" issued b y the Serv er

, obtaining the session k ey thereb y sp eci�ed.

The destroyInfo macro simply c ho oses at random a message in the tra�c and

destro ys it. This macro is also useful to mo del the unreliabilit y of the net w ork.

The addFakeInfo macro builds all the fak e messages it can and sends them to

random Agen ts.

These macros are illustrated in �gure 7.

2.3 Mo deling the Proto col

In this section w e in tro duce the mo dules for the Key Distribution Serv er and for

Agen ts. Note that, as men tioned discussing the S py mo del, the S py is an agen t to o;

therefore, the mo dule thereb y describ ed is an extension of the agen t's mo dule illustrated

b elo w.

2.3.1 Signature

In mo deling the Serv er S , w e m ust consider the p ossibilit y of a burglary (see the dis-

cussion ab out the notes v ariable in the S py section). W e do this through the monitored

n ullary predicate:

bur g l ar y : B ool e

As for the agen ts, w e need t w o sp ecial predicates.

The �rst one is mean t to mo del an agen t wishing to initiate a new run of the proto col

with another agen t:

w ish 2 init : AGE N T � AGE N T � ! B ool e

7



up dateSp yKn w �

let netT r af f ic = cont ( tr af f ic ( P AC K E T ))

( anal z ; notAnal z ) = new S py K w n ( netT r af f ic; k ey spy ) ;

new N onces = anal z \ N O N C E ;

new K ey s = ( anal z \ K E Y ) [ notes;

do in-parallel

nonce ( S py ) := nonce ( S py ) [ new N onces

k ey spy := k ey spy [ new K ey s

coanal z := coanal z [ notAnal z

notes := ;

end-par

end-let

destro yInfo �

choose p 2 P AC K E T

cl ear ( p )

end-choose

addF ak eInfo �

let f ak eM sg = sy nth ( AGE N T [ k ey spy [ nonce ( S py ) ;

coanal z ; k ey spy )

do forall X 2 AGE N T

choose msg 2 f ak eM sg

send ( S py ; X ; msg )

end-choose

end-do

end-let

Figure 7: Macros for the sp y

The second predicate mo dels the successful end of a proto col run b et w een t w o agen ts:

authO K : AGE N T � AGE N T � ! B ool e

2.3.2 Rules

The Serv er mo dule is made up of a single rule. Briey , the Serv er S k eeps w aiting for

requests, and answ ers eac h incoming message creating a new session k ey and issuing k ey

c erti�c ates (i.e. encrypted messages that guaran tee the authen ticit y of the session k ey)

| one for eac h of the t w o parties in v olv ed in that run of the proto col. In doing this, S

o ccasionally hands out the session k ey to the S py | a bur glary . This is illustrated in

�gure 8.

The Agen ts activit y is essen tially the parallel execution of the four rules in �gure 9.

Eac h rule c hec ks if it is necessary to send a new message or if a proto col run has

just b een successfully completed.

These rules mak e use of the follo wing predicate to determine whic h kind of message

they ha v e receiv ed (if an y):

r eceiv ed ( A; X :Y :msg ) ( ) tr af f ic ( r eceiv e ( A )) = ( X ; Y ; msg )
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Rule serv erActivit y:

if r eceiv ed ( S el f ; :S el f : f Y ; msg g ) ^

decr y pt ( msg ; shr K ey ( Y )) = f X ; N

1

; N

2

g then

let K

xy

= sesK ey Gener ator ( X ; Y ) ;

K

x

= shr K ey ( X ) ;

K

y

= shr K ey ( Y )

send ( S el f ; X ; ( f Y ; K

xy

; N

1

; N

2

g

K

x

; f X ; K

xy

g

K

y

))

if bur g l ar y then

notes := notes [ f K

xy

g

end-if

end-let

cl ear ( r eceiv e ( S el f ))

end-if

Figure 8: The serv erActivit y rule

Rule y ahalom1:

if w ish 2 init ( S el f ; X ) then

let N ew N once = nonce ( S el f ; X )

do in-parallel

r ecipient ( N ew N once ) := X

isF r esh ( N ew N once ) := True

addN once ( S el f ; N ew N once )

send ( S el f ; X ; f S el f ; N ew N once g )

w ish 2 init ( S el f ; X ) := False

end-par

end-let

end-if

Rule y ahalom2:

if r eceiv ed ( S el f ; :S el f : f X ; N

0

g ) then

let N ew N once = nonce ( S el f ; X )

K

self

= shr K ey ( S el f )

do in-parallel

r ecipient ( N ew N once ) := X

isF r esh ( N ew N once ) := True

addN once ( S el f ; N ew N once )

send ( S el f ; S er v er ; f S el f ;

f X ; N

0

; N ew N once g

K

self

g )

end-par

end-let

cl ear ( r eceiv e ( S el f ))

end-if

Rule y ahalom3:

if r eceiv ed ( S el f ; :S el f : f msg 1 ; msg 2 g ) ^

decr y pt ( msg 1 ; shr K ey ( S el f )) =

f X ; K

xy

; N

1

; N

2

g then

if N

1

2 nonce ( S el f ) ^

r ecipient ( N

1

) = X ^

isF r esh ( N

1

) then

send ( S el f ; X ; f msg 2 ; f N

2

g

K

xy

g )

end-if

cl ear ( r eceiv e ( S el f ))

end-if

Rule y ahalom4:

if r eceiv ed ( S el f ; :S el f : f msg 1 ; msg 2 g ) ^

decr y pt ( msg 1 ; shr K ey ( S el f )) = f X ; K

xy

g

^ decr y pt ( msg 2 ; K

xy

) = f N

0

g then

if N

0

2 nonce ( S el f ) ^

r ecipient ( N

0

) = X ^

isF r esh ( N

0

) then

do in-parallel

isF r esh ( N

0

) := False

authO K ( X ; S el f ) := True

end-par

end-if

cl ear ( r eceiv e ( S el f ))

end-if

Figure 9: The four rules of the agen t mo dule

2.4 Mo deling the Fla w ed V ersion

T o complete the ASM mo del for the Y ahalom proto col w e need to presen t the a w ed

v ersion.
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2.4.1 Signature

All the univ erses and functions needed in this subsection ha v e already b een in tro duced

ab o v e.

2.4.2 Rules

The only di�erence b et w een the a w ed v ersion and the correct one is the second message

of the sequence (see the section ab out the attac k for more details).

As a consequence, w e just need to sligh tly mo dify the rules that manage this kind

of message, to obtain the t w o rules in �gure 10 and 11.

Rule a w edServ erActivit y:

if r eceiv ed ( S el f ; :S el f : f Y ; N

2

; msg g ) ^

decr y pt ( msg ; shr K ey ( Y )) = f X ; N

1

g then

let K

xy

= sesK ey Gener ator ( X ; Y ) ;

K

x

= shr K ey ( X ) ;

K

y

= shr K ey ( Y )

send ( S el f ; X ; ( f Y ; K

xy

; N

1

; N

2

g

K

x

; f X ; K

xy

g

K

y

))

if bur g l ar y then

notes := notes [ f K

xy

g

end-if

end-let

cl ear ( r eceiv e ( S el f ))

end-if

Figure 10: The a w edServ erActivit y rule

Rule a w edY ahalom2:

if r eceiv ed ( S el f ; :S el f : f X ; N

0

g ) then

let N ew N once = nonce ( S el f ; X )

K

self

= shr K ey ( S el f )

do in-parallel

r ecipient ( N ew N once ) := X

isF r esh ( N ew N once ) := True

addN once ( S el f ; N ew N once )

send ( S el f ; S er v er ; f S el f ; N ew N once;

f X ; N

0

; g

K

self

g )

end-par

end-let

cl ear ( r eceiv e ( S el f ))

end-if

Figure 11: The a w edY ahalom2 rule

3 The ASMGofer Implemen tation

T o v alidate the mo del obtained in the previous section, w e ha v e implemen ted it using

the ASMGofer system.
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Beside some minor problems, p oin ted out later on, this passage has b een quite

straigh tforw ard.

The implemen tation has b een split in to sev eral di�eren t �les ( .gs stands for \gofer

script").

� univs.gs : con tains the de�nition of all the univ erses;

� net.gs : con tains all the functions for the net mo dule;

� Spy.gs : implemen ts the S py , just as presen ted ab o v e;

� WinnerSpy.gs : implemen ts a sp ecialized v ersion of the S py , useful to illustrate

the attac k to the a w ed v ersion of the proto col;

� Yahalom.gs : is the ASMGofer co de for the Agen ts' and Serv er's mo dules;

� YahFlawed.gs : con tains the a w ed v ersion of the proto col;

� scenario .gs : con tains a p ossible scenario of the net w ork, sp ecifying the n um b er

of agen t, the set of compromised agen ts and other parameters.

3.1 Implemen tation details

W e no w come to discuss some problematic p oin ts of the implemen tation.

In transp osing the ASM univ erses in their ASMGofer coun terpart | data type s |

w e needed to mo del a sort of subt yping, to express suc h relation b et w een univ erses lik e

K E Y , S H R K E Y [ S E S K E Y

and

C O M P O N E N T , AGE N T [ N O N C E [ S E S K E Y

This has b een accomplished through the use of data type constructor s: adding

an upp ercase letter b efore eac h subt yp e, the system is able to correctly recognize the

relation b et w een the v arious t yp es. Here is the co de:

data AGENT = AGENT Int | Server | Spy

data NONCE = NONCE Int

data SHRKEY = SHRKEY Int | SHRSpy

data SESKEY = SESKEY Int

data KEY = H SHRKEY | E SESKEY

data COMPONENT = A AGENT | N NONCE | S SESKEY

The ASMGofer t yp e also comes in hands in implemen ting the M E S S AGE univ erse.

Since it supp orts recursiv e t yp es, the de�nition is simply:

data MESSAGE = C COMPONENT | MESSAGE :#: KEY | MESSAGE :^: MESSAGE

3.2 Additional functions of the implemen tation

Here follo ws a list of the functions whic h ha v e b een included in the implemen tation for

tec hnical reasons.

� shrHolder (in net.gs ): in v erse of the shrKey function;

� sesHolder (in net.gs ): asso ciates eac h session k ey generated b y the Serv er S to

its in tended recipien ts;

� dest (in net.gs ): extrap olates the receiv er of a message from an extende d message

(i.e. the result of the tr af f ic function);

� startProto col (in net.gs ): macro used within the ASMGofer in terpreter to start

a new proto col run b et w een the t w o Agen ts sp eci�ed as argumen ts;

11



� probActivit y (in net.gs ): randomized function used to implemen t monitored

predicates that ev ery no w and then should b e True (e.g. bur g l ar y );

� y ahalomMain (in Yahalom.gs and YahFlawed.gs ): macro used within the in ter-

preter to let the whole system ev olv e;

� agen tActivit y (in Yahalom.gs and YahFlawed.gs ): macro to parallelize the ac-

tivit y of the Agen ts;

� syn th (in Spy.gs ): these rules are used to co de the addFakeInfo rule of the

S py mo dule. Instead of generating the whole f ak eM sg set and then extracting a

random elemen t from it, w e just generate a single random elemen t for eac h kinds

of p ossible fak e messages;

� syn th (in WinnerSpy.gs ): these rules mak e the di�erence b et w een the general

S py and the sp ecialized v ersion for the attac k. Instead of syn thesizing all the p os-

sible kinds of messages, w e generate only the t w o kinds of messages necessary for

the attac k. The remaining job (c ho osing the righ t momen t to send eac h message,

. . . ) is done b y the di�eren t implemen tation of spy I l l eg al .

3.3 The sim ulation of the attac k

W e no w illustrate ho w to use the ASMGofer in terpreter. W e will use the follo wing

pro ject �les:

� yahalom.p : pro ject �le to test the Y ahalom proto col with the full mo dule for the

S py :

yahalom.p �

univs.gs

scenario1.gs

net.gs

Spy.gs

Yahalom.gs

� yahflawed.p : pro ject �le to test the a w ed v ersion of the proto col with the full

mo dule for the S py :

yahflawed.p �

univs.gs

scenario1.gs

net.gs

Spy.gs

YahFlawed.gs

� attack2yahalom.p : pro ject �le to try (without success) to attac k the correct

v ersion of the proto col:

attack2yahalom.p �

univs.gs

scenario2.gs

net.gs

WinnerSpy.gs

Yahalom.gs

� attack2yahflawed.p : pro ject �le to try (successfully) to attac k the a w ed v ersion

of the proto col:

attack2yahflawed.p �

univs.gs

scenario2.gs

net.gs

WinnerSpy.gs

YahFlawed.gs
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Let's see ho w to pro ceed to sim ulate the attac k to the a w ed v ersion. F rom within

the in terpreter, t yp e:

? :p attack2yahflawed.p

No w set A GENT 1 wishing to initiate a proto col run with A GENT 2:

? fire1 (startProtocol (AGENT 1, AGENT 2))

Then execute the main rule a few times:

? fire1 yahalomMain

T o see what is going on, w e can insp ect the tra�c o v er the net, t yping:

? assocs traffic

[(PACKET 3,(AGENT 2,Server,

(C (A (AGENT 2)) :^: C (N (NONCE 2))) :^: ((C (A (AGENT 1)) :^:

C (N (NONCE 0))) :#: H (SHRKEY 2))))]

Next, con tin ue to �re the yahalomMain rule un til w e get authen tication:

? fire1 yahalomMain

"DISTRIBUTION OK

Initiator: AGENT 1

Responder: AGENT 2

Session key: SESKEY 4

Session-key created for: (AGENT 1,AGENT 2)"

The set of messages that the S py has not understo o d so far is sho w ed b y en tering:

? coanalz

[(C (A (AGENT 1)) :^: C (N (NONCE 0))) :#: H (SHRKEY 2),

(C (A (AGENT 1)) :^: C (S (SESKEY 4))) :#: H (SHRKEY 2),

(((C (A (AGENT 2)) :^: C (S (SESKEY 4))) :^:

C (N (NONCE 0))) :^: C (N (NONCE 2))) :#: H (SHRKEY 1),

C (N (NONCE 2)) :#: E (SESKEY 4)]

On the other hand, so far the S py has b een able to in tercept the follo wing nonces:

? nonce Spy

[NONCE 0, NONCE 2]

and kno ws the follo wing k eys:

? keyspy

[H SHRSpy]

No w, w e ha v e to w ait un til the S py obtains the old session k ey:

? myUntil (not (null [E k| (E k) <- keyspy])) yahalomMain

"Oops: The Spy obtained the session key SESKEY 4 breaking the message

(C (A (AGENT 1)) :^: C (S (SESKEY 4))) :#: H (SHRKEY 2)"

Insp ecting k ey spy no w w e get:

? keyspy

[E (SESKEY 4), H SHRSpy]

Finally , execute the main rule un til w e reobtain a (fak e) authen tication:

? fire1 yahalomMain

"DISTRIBUTION OK

Initiator: AGENT 1

Responder: AGENT 2

Session key: SESKEY 4

Session-key created for: (AGENT 1,AGENT 2)"

T o see that the correct v ersion th w arts this attac k, b egin with
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? :p attack2yahalom.p

Then pro ceed as ab o v e, but . . . w e w on't nev er reac h the fak e authen tication!

The p oin t is that the S py can not obtain, in the correct v ersion, the fresh nonce of

the A GENT 2. If w e add this nonce to nonceS py and then �re again the main rule, w e

will reac h the fak e authen tication.

? fire1 (do nonce Spy := (NONCE 8) : nonce Spy)

? myUntil (authOK(AGENT 1, AGENT 2)) yahalomMain

"DISTRIBUTION OK

Initiator: AGENT 1

Responder: AGENT 2

Session key: SESKEY 4

Session-key created for: (AGENT 1,AGENT 2)"

4 The UML Mo del

The last mo del of our proto col is a UML mo del.

It is made up of sev en diagrams, presen ted in the follo wing subsections.

4.1 The class diagram

This diagram giv es the static asp ect of the system. Therefore, it serv es the same purp ose

as the signature in ASM mo dels.

Consequen tly , it is natural to w ork out the class diagram for the Y ahalom proto col

from the ASM signature presen ted early in the pap er.

In particular, eac h univ erse maps to a class and the relations b et w een the univ erses

induce the class hierarc h y . Besides, eac h function is transp osed either in an attribute

of the class corresp onding to its domain, or in a suitable asso ciation b et w een classes.

4.2 The sequence diagrams

Sequence diagrams are used to sk etc h the t ypical ev en ts o w for a system.

F or our problem, w e p oin t out t w o suc h diagrams: the Y ahalomSe quenc e diagram,

to illustrate a generic proto col run, and the WinnerSpy diagram presen ting the attac k

to the a w ed v ersion.

4.3 The statec hart and activit y diagrams

Statec hart diagrams and activit y diagrams b oth mo dels the dynamic asp ects of the

system. Essen tially , they are duals p oin t of view for the analysis of the problem at

hand.

Consequen tly , they are obtained elab orating, in di�eren t w a ys, the rules of the ASM

mo del.

The statec hart diagram is obtained fo cusing on the states that eac h comp onen t

of the system can reac h, and visualizing the ASM rules as transitions b et w een states of

the form :

monitor e d pr e dic ate [ other c onditions ] / b o dy of the rule

The activit y diagram is obtained fo cusing on the activities p erformed b y eac h

comp onen t of the system in its o wn life cycle. Essen tially , they are obtained from the

b o dy of the ASM rules splitting actions in to coheren t activities.
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